
DANIEL TROTTIER, RASHID GABDULHAKOV AND QIAN HUANG 

         T
R

O
T
T
IER, G

A
B
D

U
LH

A
K

O
V A

N
D H

U
A

N
G            IN

TRO
D
U

CIN
G V

IG
ILAN

T A
U

D
IEN

CES

OBP

Introducing 
Vigilant 
Audiences

Introducing Vigilant Audiences

This ground-breaking collec� on of essays examines the scope and consequences of 
digital vigilan� sm — a phenomenon emerging on a global scale, which sees digital 
audiences using social pla� orms to shape social and poli� cal life. Longstanding 
forms of moral scru� ny and jus� ce seeking are disseminated through our 
contemporary media landscape, and researchers are increasingly recognising the 
signifi cance of societal impacts eff ected by digital media.

The authors engage with a range of cross-disciplinary perspec� ves in order to 
explore the ac� ons of a vigilant digital audience — denuncia� on, shaming, doxing 
— and to consider the role of the press and other public fi gures in suppor� ng 
or contes� ng these ac� vi� es. In turn, the volume illuminates several tensions 
underlying these jus� ce seeking ac� vi� es — from their capacity to reproduce 
categorical forms of discrimina� on, to the diverse mo� va� ons of the wider 
audiences who par� cipate in vigilant denuncia� ons.

This � mely volume presents though� ul case studies drawn both from high-profi le 
Anglo-American contexts, and from developments in regions that have received 
less coverage in English-language scholarship. It is dis� nc� ve in its focus on the 
contested boundary between policing and entertainment, and on the various 
contexts in which the desire to seek retribu� on converges with the desire to 
consume entertainment.
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Citizens as Aides or Adversaries? 
Police Responses to Digital 

Vigilantism
Rianne Dekker and Albert Meijer

Introduction1

On social media, citizens are engaging in tasks that traditionally fall 
within the authority of law enforcement agencies (LEAs). Examples 
include web-sleuthing collectives solving criminal cases or searching 
for missing persons (Yardley et al., 2016), specialised networks of 
paedophile-hunters (Campbell, 2016; Nhan et al., 2017), hacktivist 
groups revealing cybersecurity breaches or hacking back (E Silva, 2018; 
Schmidle, 2018) and online neighbourhood-watch schemes (Lub, 2018). 
Social media has opened up new sources of information about crime to 
citizens, and it facilitates participation in crime fighting. This includes 
public denunciation of unwanted behaviour, digital forensics, open 
source intelligence and crowdsourcing. Cultural norms on social media 
incite such new forms of civic engagement with public security: social 
media is non-hierarchical and users have traditionally approached it 
as a communitarian space governed by libertarian values (Nhan et al., 
2017, p. 345).

Online acts of criminal investigation, crime prevention and the 
denunciation of crime and deviance by citizens, have been gathered 

1  The research leading to this chapter has received funding from the European 
Union’s Horizon 2020 Research and Innovation Program, under Grant Agreement 
no 700281. 
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under the labels ‘do-it-yourself (DIY) policing’ and ‘digital vigilantism’ 
(or ‘digilantism’). Both concepts refer to citizens performing activities 
that fall within the discretion of LEAs. At the same time, there is a 
notable difference between these concepts: DIY policing or digital 
civilian policing emphasises that it is motivated by a desire to assist law 
enforcement, for example by analysing available information to identify 
evidence and suspects (Nhan et al., 2017, p. 347). Usually, DIY police 
participants collect information on actual or potential crimes and relay 
this information to law enforcement (Huey et al., 2012, p. 85). In some 
cases, this is volunteered and in others it occurs in response to official 
calls for assistance with police work. In contrast, the concept of digital 
vigilantism stresses the active bypassing of law enforcement and using 
the public nature of social media for retaliation (Trottier, 2017). Digital 
vigilantism also includes pursuit and denunciation of a broader set of 
offences that are immoral rather than illegal. It is characterised by a 
general perception that law enforcement and the criminal justice system 
are falling short and different methods of criminal investigation and 
justice are required (Johnston, 1996; Schuberth, 2013). One could say 
that the concept of DIY policing highlights the desirable side of 
participative practices (citizens wanting to contribute to law enforcement 
efforts), whereas digital vigilantism highlights its negative side (citizens 
taking public security matters into their own hands).

The concepts of DIY policing and digital vigilantism reflect a 
normative discussion about the role of citizens in policing, as well as 
different perceptions the police may hold towards this relatively new type 
of co-production of public security (cf. Brandsen & Pestoff, 2006). Public 
security is traditionally governed by the state holding the monopoly on 
the legitimate use of physical force in a central and hierarchical way, 
making co-production in this domain disputed. Police responses to 
different acts of online engagement with public security highlight where 
normative boundaries between DIY policing and digital vigilantism are 
drawn. The law enforcement perspective, however, is often missing in 
research into online engagement with public security. In what cases do 
the police consider citizens engaged in policing with the support of Web 
2.0 as aides or as adversaries? Based on qualitative analysis of round-
table discussions among representatives of European law enforcement 
agencies (LEAs) and other public organisations active in the domain of 
public security — including local governments, ministries and national 



 283Citizens as Aides or Adversaries? Police Responses to Digital Vigilantism

and supranational networks and agencies — this chapter addresses the 
research question: How do law enforcement authorities decide whether 
digital contributions of citizens to public security are acceptable? 

It is relevant to study law enforcement’s stance on the issue because 
we have seen examples of DIY policing and digital vigilantism in 
many different countries and even across borders. This study focuses 
on the perspectives of European law enforcement agencies and 
reflects upon the generalisability of their views to other police forces 
worldwide. Furthermore, public debate on the desirability of online 
citizen engagement with public security is growing. As authorities in 
the domain of public security, LEAs are in a position to informally and 
formally encourage or discourage various acts of online engagement 
with public security. According to Huey et al. (2012, p. 95) “continued 
efforts should be made to understand further police attitudes towards 
these groups and how more fruitful co-operative relations could be 
developed”.

By studying the perceptions of LEAs we also contribute to a 
theoretical understanding of which new patterns of co-production 
between law enforcement agencies and (collectives of) citizens are 
developing in an information age. Public administration literature 
claims that social media is strengthening co-production (Linders, 2012; 
Meijer, 2012). This chapter develops a typology to come to a more fine-
grained understanding of the manifold forms of online co-production 
of public security, and discusses several ways to guide desirable and 
undesirable practices.

Online Co-Production of Public Security

Over the past decades, governments have moved from providing 
public services themselves to increasingly involving civil-society actors 
and citizens in the provision of public services. Public administration 
studies of co-production describe examples in healthcare, social 
welfare, community services and other public domains (Brandsen 
& Pestoff, 2006; Voorberg et al., 2015). Co-production has also made 
its way into the domain of public security, with strategies of plural 
policing and community policing. The concept of plural policing relates 
to how responsibilities for policing and security services extend from 
sovereign states to private companies, transnational arrangements and 
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citizens (Loader, 2000; O’Neill & Fyfe, 2017). Community policing 
has emerged as a police operating paradigm of close collaboration 
with citizens to maintain public security. Community policing entails 
informing and engaging citizens as experts within their local context, 
and being responsive to their information and requests (Mastrofski 
et al., 1995; Skogan & Williamson, 2008). In these policing strategies, 
non-state actors and citizens are not only ‘clients’ of the police, but also 
active contributors to the production of public security (Percy, 1978). 
Consequently, modern sovereign states no longer have a monopoly on 
the use of legitimate force within given spatial boundaries.

The platforms of Web 2.0 are strengthening collaboration with citizens 
in various public domains, including public security (Linders, 2012). 
They facilitate sharing and discussion of user-generated content within 
communities of interest (Haythornthwaite, 2005, p. 140) and enables a 
direct connection with government (Frissen et al., 2008). Meijer (2012, 
p. 1158) outlines how new media are an important facilitator for new 
forms of co-production, because the costs of connecting to citizens have 
been reduced drastically and the new technologies create opportunities 
to interact 24/7. The Citizen’s Net (Burgernet) application (app) — one 
of the cases in this study — enables the Dutch police to send out a digital 
message to call upon the help of citizens within a specific geographical 
area. It enables citizens to participate in solving local crime or missing-
persons cases in the ‘golden hour’ directly after the incident. Citizens 
can respond with their information and receive a message when the 
situation is solved and their information is no longer requested. Such 
instantaneous, rich and synchronous forms of interaction between 
citizens and government can hardly be created without the networked 
infrastructure provided by social media.

Linders (2012) proposes a typology of co-production supported by 
social media in which collaboration between government and citizens 
can take different forms. He distinguishes “government as a platform”, 
“citizen sourcing” and “do-it-yourself government” (ibid., p. 447). In 
government as a platform, the initiative for co-production lies with 
government, reaching out to citizens for specific forms of input. The 
“Citizen’s Net” (Burgernet) app from the Dutch police would be an 
example of this (cf. Meijer, 2012; 2015). In citizen sourcing, the initiative 
for co-production lies with citizens. The public helps government 
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to be more responsive and effective, for example, by reporting local 
disturbances to the police. Government holds the primary responsibility 
for action, but citizens influence the direction and outcomes, improve 
the government’s situational awareness, and may even help to 
execute government services on a day-to-day basis. Already, in these 
government-led types of digitally supported co-production, we see the 
risk of citizens infringing upon each other’s privacy, and the risk of 
citizens taking vigilante actions. Participation is sometimes motivated 
by entertainment and a notion of gaming, besides or instead of a motive 
of civic responsibility (Meijer, 2012, p. 1168): “Intervening in police work 
turns into a real life game in which everybody can participate. Get a 
text message, look out of your window, and catch the thief”. Excitement 
about participation in police work can become problematic when it turns 
into a competition between citizens, and this might encourage unethical 
or even illegal behaviour in order to solve crime.

These risks become even greater when online co-production is not 
initiated by, or does not occur in close collaboration with government. 
Do-it-yourself policing and digital vigilantism would fall into the 
category of ‘do-it-yourself government’. Social media has opened 
up opportunities for this type of citizen-to-citizen co-production of 
public security. This poses larger risks to government than online 
forms of co-production that are initiated and closely coordinated by 
government (Linders, 2012). While possibly being very effective and 
low-cost for government, communities of interest engaged with this 
form of co-production may step out of line. How is this ‘line’ defined 
by government actors in the domain of public security? And how does 
this distinction generate different police responses that are intended to 
fit online co-production within their standards of fruitful cooperation? 
These questions, which are still unanswered in public administration 
literature, will be addressed in this chapter.

Method

Data on attitudes and responses towards online co-production of 
public security were collected in round-table discussions amongst 
public security practitioners. Six European practitioner workshops 
on various topics related to DIY policing and digital vigilantism were 
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organised over the course of 2017 and 2018 in the context of the Horizon 
2020 project Medi@4Sec (www.media4sec.eu). The topics of these 
workshops were: DIY Policing, Riots & Mass Gatherings; the Dark 
Web; Everyday Policing; Trolling; and Innovative Market Solutions. A 
variety of practitioners from European LEAs and other organisations 
active in the domain of public security were invited, based on their 
experience with the workshop themes. This included representatives 
of local and national police forces, police colleges and police networks, 
but also representatives from local, regional and national governments, 
NGOs, private companies and research institutes (Table 11.1). 
Practitioners came from various Northern, Southern, Central and 
Eastern European countries, but representatives from countries that 
were more actively engaging with social media — such as the UK and 
the Netherlands — were overrepresented (Figure 11.1). The numbers 
of workshop participants ranged between 30–40 for each workshop, 
creating a total of 215 workshop participants. This total includes 
approximately 30 participants who attended multiple workshops, so the 
total of unique participants is around 150.

The round-table discussions were led according to the World Café 
format. This format entails collaborative group dialogues wherein 
knowledge is gathered and shared amongst practitioners. It stimulates 
thinking about current and ideal practices by creating an informal sphere 
of discussion (Stewart, 2005; Fouché & Light, 2011). The goal of the 
round-table discussions in the World Café format was to formulate 
recommendations and action points for public security actors. 
Discussions at each table included between four and six practitioners and 
took 30 to 45 minutes per round table, before participants moved on to 
a second round table with a different composition of practitioners. Each 
practitioner participated in two round-table discussions per workshop. 
Two ‘table hosts’ from the project consortium moderated the discussions 
and took notes. After a short round of introduction, the main questions 
leading the debate in each of the workshops were: In what ways have 
you/has your organisation encountered this phenomenon? What are 
current practices? How could these be improved into ideal practices? 
The round-table discussions took place under Chatham House rules, 
creating an open discussion. Table hosts summarised the discussion 
on paper and publicly presented the main outcomes to the workshop 
participants to collect final questions and feedback.

http://www.media4sec.eu
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Table 11.1: Sectors represented by workshop participants

Sector N
Police 109
Research 28
Private sector 24
Local government 18
Regional/national government 21
NGO 13
Other 2
Total 215

Fig. 11.1   Countries represented by workshop participants (Total N=215)  
*Three private-sector delegates represented organisations from the 

United States.

For the research aims of this chapter, anonymised summaries of the 
round-table discussions were qualitatively coded. This entailed a 
process of open coding in dialogue with the focus of the research 
question. We coded (1) various forms of online citizen co-production 
of public security that are distinguished by law enforcement authorities; 
(2) the response they received; and (3) whether they are deemed 
acceptable or unacceptable and why. This explorative analysis provides 
an image of which acts of online co-production of public security are 
considered to be helpful or disruptive by law enforcement authorities 
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in Europe, and how they are therefore met with different responses. It 
reveals how police professionals discursively construct citizens as aides 
or adversaries. 

A limitation of our method is that the workshops and round tables 
each focused on a distinctive topic, such as ‘DIY Policing’ and ‘Everyday 
policing’ (with a more positive connotation) or ‘trolling’ (with a 
negative connotation). This influenced the tone of the discussion, but 
still left space for different interpretations and opinions — as the data 
show. Because the round-table discussions took place under Chatham 
House rules, our analysis was based on anonymised summaries of the 
discussions and we were unable to link statements to specific actors, 
nor could we distinguish whether statements were broadly supported 
by different actors. The summaries represent the majority views and 
the data are presented as general opinions. This means that we refrain 
from making statements on the prevalence of views and only use 
direct quotes when these were very strongly voiced and stressed in the 
summary reports.

Results

Online co-production of public security is responded to in various 
ways by practitioners, highlighting different attitudes towards different 
forms of engagement. The sections below outline which acts of online 
engagement are considered helpful and which are considered disruptive 
by LEAs and other public security actors. Based on analysis of practitioner 
dialogues, we interpret where these discursive boundaries are drawn by 
focusing on specific policing tasks and images of the citizens involved.

Accepted Forms of Online Co-Production of  
Public Security

Online acts of denouncing crime are generally evaluated positively 
by public security practitioners. Sometimes denunciation happens 
implicitly when criminal acts are shamed or mocked, and sometimes 
this is done directly when citizens discipline the behaviour of others on 
social media. This type of online engagement is generally considered as 
a helpful form of crime prevention. Public security actors expect it to 
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create enhanced awareness of the rule of law and to reinforce societal 
norms of accepted behaviour and deviance. Discussions during the 
trolling and DIY policing workshops highlighted that this form of 
engagement in crime prevention is seen as a positive contribution to 
police efforts.

More institutionalised forms of participation in crime prevention are 
also welcomed. For example, when citizens are sharing police warnings 
through social media — as discussed in the Everyday Policing workshop. 
This is expected to raise citizens’ overall awareness of public security 
risks and to enable them to deal with minor issues amongst themselves 
before they escalate to a level requiring police intervention. This more 
formal and government-led form of engagement and collaboration in 
crime prevention is expected to enhance citizens’ trust in the police as 
a modern, professional and open organisation, and to reinforce good 
relations between police and the public. The Innovative Market Solutions 
workshop indicates that several European police forces are using, 
acquiring or developing online tools or apps to encourage participation 
in crime prevention.

Other acts of online policing, besides engagement with crime 
prevention, are seen as more risky, but are generally valued when 
they resemble offline forms of collaboration with police. Two aspects 
mentioned during the DIY policing workshop are key in distinguishing 
these types of acts as helpful: first, collaborating with the police by, 
for example, bringing tips on cases, evidence or suspects to the police. 
Citizens doing this are seen as aides when they share the objectives of 
public security actors and are collaborating within their professional 
standards. A second aspect based on which practitioners distinguish this 
behaviour as acceptable is when online co-production focuses on cases 
directly affecting citizens’ own neighbourhoods or communities. When 
citizens are former or potential victims and have a legitimate concern 
for their personal safety, public security practitioners are understanding 
of their engagement and involvement. Both aspects reflect the ideal of 
community policing.

Online co-production in activities that go beyond this operating 
philosophy of community policing are approached more reluctantly. 
Online open source investigations by the Bellingcat collective and by 
citizens after the Boston Marathon bombings were referenced during 
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the DIY policing workshop as prominent examples of this. Their actions 
were considered as risky, since they led to premature accusations and 
interference with ongoing operations. However, several practitioners 
in the DIY Policing, Riots and Mass Gatherings and Everyday Policing 
workshops noted that citizens engaging in these types of online 
co-production of safety were also sometimes aiding police work. 
They can act as additional ‘eyes and ears’ of the police when they are 
investigating large amounts of evidence using their own expertise 
and professionalism (cf. Nhan et al., 2017). Collectives engaged in 
investigating crimes and public disorder are seen as having a broad 
range of skills, which can provide interesting new leads. Also, citizens 
policing the social spaces of Web 2.0 — for example in tracing illegal 
activity on the Dark Web — are considered helpful. Many public security 
practitioners see their organisations as under-resourced, which prevents 
them from having a meaningful presence online (Dark web workshop; 
cf. Huey et al., 2012). Online engagement with crime and deviance 
beyond citizens’ own locality is approached with caution, but some 
practitioners note that it is only logical that social media are pushing the 
boundaries of the locally-based model of community policing towards 
matters outside of citizens’ own communities and towards the online 
space (DIY Policing workshop).

Unacceptable Forms of Online Co-Production of  
Public Security

Forms of online co-production that go beyond collaboration with LEAs 
within the citizens’ local context are generally deemed disruptive. 
Public security actors in the DIY Trolling workshops expressed two 
main concerns: these forms of online co-production can be harmful to 
other citizens and society and they can be harmful to the efforts of law 
enforcement.

Harm to Citizens and Society

Three arguments were presented about why online co-production can 
be harmful to citizens and society: Firstly, online co-production is seen 
as harmful to other citizens and society when premature accusations that 
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other citizens are criminal offenders are voiced online. Online collaboration 
can give way to rampant speculation, including the mislabelling of 
innocent actions as suspicious activities and the misidentification of 
innocent individuals as legitimate suspects (cf. Nhan et al., 2017, p. 
353). This may happen, for example, in online neighbourhood-watch 
groups (DIY Policing workshop). Online manhunts are most harmful 
when they concern innocent suspects, but even when speculations in 
the end turn out to be correct, some public security practitioners see 
this as harmful to the suspect and prosecution of the case. Using online 
naming and shaming as a means of reprisal brings unnecessary harm to 
the suspect, and it is not usually possible for the suspect to be forgotten 
by having all online material deleted after sentencing is completed 
(cf. Kohm, 2009; Mayer-Schönberger, 2009). DIY Policing and Trolling 
workshop participants noted that the public shaming of suspects can 
lower the sentencing in court. Here, practitioners distinguish acts of 
naming and shaming as a way of crime prevention and retaliation. It is 
only accepted when its main purpose is warning others not to engage in 
or not to become a victim of this kind of behaviour.

Secondly, it was argued that online engagement with public security 
may focus only on effectiveness and not on process values. It was mentioned 
in the DIY Policing workshop that individuals and collectives who are 
engaged with public security mainly strive for effectiveness, and that 
this is the only measure on which they grade their success. They aim for 
quick and high numbers of apprehensions. However, they do not adhere 
to other public values that enable due process in criminal investigations 
(cf. Jørgensen & Bozeman, 2007; De Graaf & Meijer, 2019). The values that 
were mentioned as lacking include the protection of data and privacy, 
necessity and proportionality, non-discrimination and accountability 
for one’s actions. Decisions about who to punish and how to do this 
are not transparent, accountable or democratically legitimate in such 
cases. In this respect, the authority of online crime fighters is highly 
questionable, even when their targets are quite obviously engaged in 
criminal behaviour (cf. Rizza et al., 2012). Also, citizens’ measurement 
of effectiveness was critically discussed in the DIY Policing workshop. 
It was stated that digital vigilante groups often target ‘low-hanging 
fruits’ that are easily caught but are also causing relatively little harm. 
Apprehending more professional offenders requires more elaborate 
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investigation, which takes time, and apprehension rates might thus 
be lower. However, when measured in years of sentencing instead of 
numbers of apprehensions, police cases can be seen as more successful.

Another related concern of public security practitioners is when 
individuals or groups engage in unprofessional practices of criminal 
investigation and punishment (DIY Policing workshop; cf. Huey et al. 
2012). Acts that are clearly labelled in the DIY Policing and Trolling 
workshops as ‘vigilante’ include entrapment, for example by acting as 
a decoy to uncover paedophiles, infiltrating websites and organisations, 
illegitimate ways of collecting evidence (for example the use of drone 
images) and doxing (Trolling workshop). The latter entails acts of 
harvesting and publishing private information about a particular 
individual online (cf. Trottier, 2017). This is seen as not only harmful 
to suspects, but possibly also to the digital vigilantes themselves when 
they are dealing with dangerous suspects. They can become a victim of 
criminals who feel threatened by digital vigilantes.

Harm to Police Operations

Practitioners also identified several dangers to police work of online 
co-production of public security. Again, three arguments were provided. 
First, practitioners on a local and national level voiced a very practical 
concern that an abundance of online engagement can overburden 
police with information and demands for intervention (Everyday Policing 
workshop). These demands might not always be met in case of petty 
incidents, because the police have to prioritise due to limited resources 
(cf. Nhan et al., 2017). When the police become more easily approachable 
through its social media presence or specialised apps, practitioners 
expect that the threshold to seek the help of law enforcement will 
become lower (DIY Policing workshop). Particularly, practitioners fear 
a growing number of requests related to offenses in cyberspace such 
as trolling, cyber-bullying and online shaming. However, much of this 
is not illegal and is dealt with most easily by moderation implemented 
by social media platforms, or solved by citizens amongst themselves 
(Trolling workshop). The presence on social media of police and police 
apps raises the expectation that all notifications will be dealt with. If 
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this expectation is unfulfilled, that might undermine trust in police and 
encourage vigilante acts.

Practitioners are also concerned that online engagement with crime 
may jeopardise ongoing police investigations and criminal prosecution of cases. 
Citizens can, for example, resort to unlawful acts to collect evidence, 
tamper with evidence or publish information online that is kept 
classified in a police investigation (DIY Policing workshop). Public anti-
authoritarianism — which is typical to some online platforms — coupled 
with a personal sense of right and wrong, often conflicts with legal 
standards and complicates police efforts. In response, we learned 
during the Innovative Market Solutions workshop that LEAs are using 
data mining and analysis tools to keep track of online engagement with 
ongoing police investigations (cf. Žitnik et al., 2018). This helps identify 
information that might distort the investigation, such as incorrect 
information that causes panic or leads to harmful actions. Information 
from online sources may also bring new leads for the investigation. 
Some practitioners, however, note that online publics only rarely bring 
new information to the table and often cause more harm than benefit 
(DIY Policing workshop; cf. Huey et al., 2012). According to these 
practitioners, the expertise and successes of digital vigilante groups 
are exaggerated by the groups themselves and in news reports of their 
activities.

Relatedly, there is a concern that online co-production of public 
security undermines police authority. When stories of successful 
apprehensions are uncritically shared and picked up by news media, 
and when there is no accountability or transparency about the actions 
that did not lead to success, public security practitioners are concerned 
that this may undermine trust in the police and eventually police 
authority and legitimacy (DIY Policing workshop). An example that 
was discussed during the DIY workshop was that of online paedophile-
hunter groups. In an increasing number of grooming trials, evidence 
from these groups is used. The groups are actively listing successful 
apprehensions and convictions on their websites.2 When the police are 
seen as ineffective and inefficient, citizens may increasingly resort to 
taking matters into their own hands — with the risk that their 

2  See for example www.darkjustice.co.uk.

http://www.darkjustice.co.uk
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unprofessionalism has negative consequences, as well as the lack of due 
process to other citizens and society outline above.

Discussion: Online Citizens as Aides and Adversaries

Our analysis of discussions amongst European practitioners about 
online co-production in public security reveals that discursive 
boundaries of helpful and harmful acts of are not only drawn based 
on involvement in specific police tasks, such as crime prevention vs. 
investigation and prosecution. Discursive boundaries are primarily 
drawn based on the resemblance with the existing operating paradigm 
of community policing (Mastrofski et al., 1995; Skogan & Williamson, 
2008). While there are many differences between countries in adopting 
this policing paradigm, among Northern and Western European 
countries it has become relatively popular. Countries that are more 
democratically consolidated tend to have stronger relative preferences 
towards community-oriented policing over zero-tolerance styles (Lum, 
2009). Distinctions between DIY policing and digital vigilantism by 
public security practitioners in these countries are based on this model.

Citizens are considered as aides to police efforts when they engage 
with cases relating to their local context and when they closely 
collaborate with law enforcement. When online engagement goes 
beyond this familiar model of co-production, citizens are more likely to 
be considered adversaries. This concerns involvement in cases outside 
of citizens’ own local contexts and when they do not collaborate with 
law enforcement, or when they do so only at a later stage in order to be 
able to claim their own successes. These groups are seeking a broader 
audience in order to publicly denounce and retaliate against crime, 
instead of wanting to solve issues locally within the criminal justice 
system. From the perspective of public security actors, this is what 
distinguishes harmful digital vigilantism from helpful DIY policing.

Based on these two distinguishing features of DIY policing and digital 
vigilantism, we can develop a more fine-grained typology of online 
co-production in the domain of public security, including examples of 
behaviours that were brought up in the discussions (Table 11.2). 
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Table 11.2: Typology of online civic engagement in public security

Cases within citizen’s 
local context

Cases outside of citizen’s 
local context

Close collaboration 
with law 
enforcement

Discussing tips on 
suspects or missing 
persons based on evidence 
posted by police on social 
media

Investigating evidence 
from social media sources 
on rioters, hooligans or 
terrorists and bringing this 
to the police

Late or no 
collaboration with 
law enforcement

Neighbourhood watch 
groups working 
independently from local 
police, bringing offenders 
to justice themselves

Online entrapment of 
offenders and bringing 
these cases to the police 
only afterwards, hacking 
or phishing and doxing 
suspects without bringing 
these cases to the police

Public security organisations in various European countries are at 
different stages of maturity in responding to these various types of 
online co-production. This depends on the technological resources of 
the police force, the political context of the country and the local police 
culture. Presumably, the differences with countries beyond the EU are 
even larger. Police forces with less financial and technological resources, 
within authoritarian political systems and with a repressive police 
culture will engage less in co-production of public security with online 
citizens. Representatives from European LEAs who participated in our 
workshop share a similar ideal of better engaging with DIY policing and 
more strongly denouncing digital vigilantism.

Two ideal typical forms of DIY policing and digital vigilantism are 
highlighted in the upper-left and lower-right boxes of Table 11.2. There 
is consensus that local, collaborative forms of engagement with public 
security, such as sharing and discussing tips on suspects or missing 
persons based on evidence posted by police on social media, should 
be better facilitated and encouraged. Some police forces are already 
doing so by hosting various social media channels on which calls to 
action are posted, or having specialised apps to ask for collaboration 
in local cases. Examples are Amber Alert and the Dutch ‘Citizen’s Net’ 
app (cf. Meijer, 2012; 2015). More common are police forces that only 
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host one centralised social media account, which is used to disseminate 
information to the public and not to interact with the public. This type 
of social media adoption reinforces a traditional and hierarchical model 
of the police as knowledge broker (Nhan et al., 2017, p. 344).

There is also relative consensus that ideal typical forms of digital 
vigilantism — as highlighted in the lower-right box of Table 11.2 — should 
be more strongly denounced by LEAs. Even though, in some cases, the 
specific expertise and resources of online publics are valued, the police 
consider the independence with which these groups are working and 
claiming successes as harmful to society and to police authority. Public 
security actors fear that only the positive successes of these individuals 
and collectives are celebrated, while the many compromises that are 
made with regard to public values other than effectiveness, such as the 
privacy of suspects, are too easily ignored. While harmful acts towards 
others, such as trolling and doxing, may be unethical but not illegal, 
some public security actors wish to pursue current regulations more 
strictly, or to expand them. Other public security actors wish to publicly 
counter the successes of digital vigilantes by providing information on 
negative side-effects and offering a counter-narrative.

Literature on digital vigilantism suggests that these forms of 
guidance would have limited effects. Since social media spaces are 
governed by libertarian and sometimes anti-authoritarian values, 
online publics will not always self-identify as vigilante or be willing to 
follow the procedures of law enforcement. Also, because social media 
spans national borders, citizens engaging in DIY policing will belong 
to multiple jurisdictions that may have different guidelines. As stated 
earlier, countries with more authoritarian governance systems are not 
likely to have a tradition of community policing or to employ a positive 
stance towards the online engagement of citizens in police work. In 
these cases, police attitudes towards citizens prevent them from taking 
online co-production seriously. There is a police subculture of distrust, 
in which citizens are stereotyped either as “know nothings”, “suspicious 
persons” or “assholes” (Manning & Van Maanen, 1978, pp. 223–4). This 
mutual distrust might be reinforced by the anonymity of social media 
(Walker et al., 2006) and will complicate attempted collaboration in 
online spaces.
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The two forms of online civic engagement that were debated more 
intensively are found in the upper-right and lower-left boxes of Table 
11.2. Public security actors see some merit in both, but are also concerned 
with their negative effects. When collaborative engagement occurs 
outside citizens’ local contexts, their level of expertise was debated. Are 
they able to bring new leads to the table that the police investigation 
would not have uncovered? Some practitioners pointed towards strained 
police resources and the “wisdom of the crowds” (cf. Surowiecki, 
2004) that online citizens can contribute to the investigation. Besides 
this crowdsourcing of intelligence, others value the specific expertise 
of some citizens in more specialised investigations, such as cybercrime. 
The motives of citizens to help in cases outside of their own communities 
are questioned, however. Why would citizens offer their time and skills 
to collaborate with law enforcement when they have no direct fear for 
their own safety, or for that of others within their community? Some 
practitioners fear that the desire to match or outsmart law enforcement 
will lead these citizens to take bold measures, and to lose sight of public 
values that are equally as important as effectiveness. 

Meijer (2012) describes how online co-production in the domain of 
public security can indeed be motivated by entertainment, or even have 
an element of ‘gaming’ to it. However, in this digital age, engagement 
with criminal cases outside of one’s local context can also be motivated 
by local concerns and a sense of civic responsibility. In her seminal 
book The Death of Distance (1997) Cairncross claims that the revolution 
in telecommunications technologies makes geographical distance less 
significant. Studies on the effects of Web 2.0 also note how social media 
makes geographical borders less relevant. However, other borders 
remain present: for example, language barriers preventing people from 
communicating with each other, and social borders distinguishing cases 
which feel familiar enough to engage with. Due to the media-rich and 
personal nature of social media communication, citizens can feel closely 
engaged with cases from which they are geographically far removed. 
This may motivate them to contribute digitally to policing efforts.

In the case of online engagement with local cases without 
collaboration with the police, citizens’ own methods of seeking justice 
are problematised most. Engagement with local issues of public security 
is valued. However, it is exactly because matters are close to home, that 
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public security actors fear it is tempting for citizens to take matters into 
their own hands. For example, neighbourhood watch groups may use 
their online platforms to encourage people to bring suspects to justice 
themselves. When collaboration with the police is not sought, or is sought 
only at a late stage, practitioners fear that methods of investigation and 
punishment are unlawful, unprofessional and cause harm to suspects, 
to other citizens, and to social cohesion in local communities. European 
police forces are developing apps to facilitate engagement in prevention 
and investigation, according to law enforcement standards. For example, 
the police in Nice (France) piloted the app C-Now (previously Reporty) 
in which citizens can take videos of incidents and crime and live-share 
this information, including geolocation, with emergency operators. The 
Dutch police is developing apps to engage citizens in finding missing 
persons (Samen zoeken) and securing evidence after a crime (Sherlock).

Conclusions 

Online forms of co-production of public security are here to stay, but 
the rules of this ‘game’ have yet to be established. DIY policing and 
digital vigilantism can be considered as examples of “do-it-yourself 
government” (cf. Linders, 2012). These forms of online co-production are 
initiated by citizens, take place relatively independently of government 
law enforcement, and are therefore most ambiguous. As authoritative 
actors within the domain of public security, law enforcement agencies 
and other public organisations involved with public security play 
an important role in establishing the boundaries between acceptable 
and unacceptable forms of online engagement. In their responses to 
different forms of online civic engagement, they discursively set these 
boundaries. This chapter has therefore addressed the question of how 
law enforcement authorities define the boundaries of which digital 
contributions of citizens to public security are acceptable, and which 
unacceptable.

An analysis of round-table discussions between European public 
security practitioners, during six workshops, highlights that discursive 
boundaries of accepted forms of online co-production are drawn based 
on the existing philosophy of ‘community policing’. In this policing-
operation paradigm, engagement is characterised by close collaboration 
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with law enforcement and involvement in cases concerning citizens’ 
local communities. Acts of online engagement with matters of public 
security that fall outside of this definition — either on one or on both 
conditions — are met with more skepticism and reluctance. They are 
considered to bring risks of harm to others in society, as well as to police 
work and police authority.

Broad definitions of DIY policing and digital vigilantism generate 
only limited understanding of the different responses of LEAs towards 
online civic engagement. Developing a more fine-grained distinction 
and typology based on these two key features of community policing is 
helpful to understanding normative boundaries drawn by authorities, 
and probably also by less authoritative actors towards this phenomenon. 
As authorities in the domain of public security, LEAs and local, national 
and international public security organisations are in a position to 
formally and informally define the boundaries of accepted acts of DIY 
policing, which will probably also permeate to less authoritative actors 
and citizens (cf. Schneider, 2014).

Our research details shared perceptions of LEAs in Europe regarding 
online engagement of citizens in security practices. It provides 
important insights in what is seen as acceptable and unacceptable 
behaviour on the Internet. Unfortunately, based on the anonymous 
character of the round-table discussions and reporting, we were not 
able to distinguish differences in opinion between LEAs in different 
European countries or between actors working for different types of 
public security organisations. This raises a set of new questions. Further 
research should focus on investigating the similarities and differences 
between countries with different political contexts and police cultures. 
Comparative research enables us to understand how national security 
cultures translate into police engagement with online co-production of 
public security. In addition, we need to investigate the actual responses 
of the police to find out whether their actions indeed fit the matrix 
that we developed based on their statements. Are they indeed more 
supportive of local practices and practices in close collaboration with 
law enforcement?

The research maps current views but also raises questions about the 
future. Police notions of what is a ‘local context’ and ‘close 
collaboration’ — the two key dimensions in our model — may start to 
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shift and change. Local context used to be defined in a geographical 
sense, but this is shifting with the death of distance and it may require a 
new meaning in the “space of flows” (Castells, 1999, p. 294). Citizens 
might feel close affinity with others in different localities, which 
motivates them to engage with their public security issues. Furthermore, 
close collaboration was previously defined as following police orders: 
government-as-a-platform forms of co-production. Now, this may 
become a more horizontal collaboration. These shifts will define what 
LEAs see as acceptable and unacceptable forms of online citizen 
engagement and what they label as DIY policing and digital vigilantism.

For some European law-enforcement authorities, it has been difficult 
to diverge from their traditional authoritative role as knowledge brokers, 
and instead to actively engage with social media to guide the online 
activities of citizens. They generally feel that there is little that they can 
do to stop new forms of online engagement with public security and it 
is also not in their best interest to do so. Therefore, we observed a shared 
desire amongst the group of public security practitioners to provide 
more guidance in online civic engagement with policing. By stonewalling 
or denouncing all types of online citizen engagement, LEAs would miss 
out on an opportunity to acknowledge legitimate concerns for public 
security, with the risk that citizens might lose trust in the police, causing 
the erosion of police legitimacy (cf. Crump 2011; Meijer & Thaens 2013; 
Warren et al. 2014; Grimmelikhuijsen & Meijer 2015). They feel that 
judgements on these co-production initiatives should not be left only to 
online collectives themselves, or to the public courts of news media and 
public opinion.

Several options to provide more guidance, including regulations, 
training, moderation and apps were proposed. They are mostly 
proposed within the traditional domains of community policing such 
as crime prevention, tracing missing persons and addressing local 
nuisance, disorder and petty crimes. In more specialised disciplines and 
larger cases such as white-collar crime, sexual assault and murder cases, 
online civic engagement is generally deemed less suitable and guidance 
was not proposed in order not to inadvertently encourage involvement. 
Public security actors wish to direct online publics to key areas of 
investigation and help focus their efforts. Furthermore, police guidance 



 301Citizens as Aides or Adversaries? Police Responses to Digital Vigilantism

would help to ensure transparency in evidence collection and study, and 
it is expected to steer citizens towards more professional norms.

Many acts of digital vigilantism cannot be forbidden as being 
unlawful, but are simply unethical. In the case of unlawful acts, it is 
doubtful whether public security actors will achieve the desired goal 
of guiding digital vigilantes towards DIY policing characterised by 
close collaboration with law enforcement and involvement in only local 
matters. Digital vigilantes might not self-identify as such, and even if 
they do, their vigilante acts might be an active choice based on anti-
authoritarianism and distrust in government law enforcement. At the 
same time, providing more guidance to those engaged in DIY policing 
may come at a price. It can create an implicit incentive for citizens 
to get (more) involved in matters of public security, although this 
has not been the primary goal: public security actors only wished to 
guide existing involvement, as an overabundance of tips and requests 
is already a concern. Coordinating DIY policing activities may also 
create new liabilities for the police when acts by citizens that have been 
coordinated by the police cause harm after all (cf. Huey et al., 2012). 
Lastly, facilitating online involvement in public security can stimulate an 
atmosphere of social control and mutual distrust amongst citizens (cf. 
Schreurs et al., 2018). Existing social, cultural and political divides in 
society might become more prominent. These matters should be taken 
into account by public security actors when providing more guidance to 
DIY policing.
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